e
i= (plULE
et R B S N

0 .r e

1 ;
e et AP KR
il e e TRl BT B it il et

ohn Dominguez
erritory Business Manager
Andean Region

-
% "‘?M@‘M
Moo el



Customer
Priorities

Rleimagine Applications

Rower Hybrid Work
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Jecure Enterprise




Help customers connect,
secure and automate to
accelerate their digital agilit
In a cloud-first world




decure, Agile Networks
Optimized Application Experiences
Sl [Future of Work
Strateg iC Pillars Ihternet for the Future

EIEnd-to-End Security
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Our customer experlence in the

Commitment industry, through our innovation,
choice and extraordinary people
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Entorno empresarial actual
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* Poca visibilidad

* Explosion de dispositivos
* Pocos expertos
* Poca integracion

* Fuerza de trabajo distribuida
* Uso de multiples nubes

Mayor complejidad vy falta de analitica

Mayores brechas de seguridad aW%
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Entorno empresarial actual
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Critical infrastructure
Amazon, Azure, GCP etc

Business apps
Salesforce, Office 365,

G Suite, etc.
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Desafios

TRANSFORMACION
DIGITAL

Aprovechar los beneficios
de la nube, la movilidad y
el loT.

CANTIDAD DE AMENAZAS

CRECIENTE

Proteger contra mas y
nuevos vectores

AUMENTO EN LA
COMPLEJIDAD

Simplificar operaciones y
reducir costos




Cantidad creciente de amenazas

Types of

y O
Cyber Attacks A e ?
Ransomware
Man in the
ﬂ Middle aﬁack@
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Malware

e Zero-day
Phishing exploit
j\ ‘
SQL
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DoS and , - XSS attacks Cryptojacking
DDoS attack  Social engineering



Aumento en la complejidad




Transformacion digital

Tecnologia
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En los uUltimos anos:

¢, Tiene un problema?

Analgésico
Antifebril

¢,Que tan efectiva es
nuestra politica de
seqguridad?




;Donde empezamos?

Detener las
amenazas en el
borde




Se necesita una arquitectura de seqguridad

Visibilidad
No puedo proteger lo que
no puedo ver

Basada en la Analiticos

Segmentacié /to X Droteccitn
0 N @ « Detener los
educir el alcance (&% ataques
del ataque i \ ;

®
Automatizacion Inteligencia de amenazas




Metodologia

Enfoque de arquitectura no de producto
1. Dividir la infraestructura - PIN

2. Categorizar los riesgos y

amenazas.
SERVICIOS SEGUROS

S DEFENSA CONTRA AMENAZAS

3. Construir la solucion de SEGMENTACION
CUMPLIMENTO

Seguridad: NN = INTELIGENCIA DE SEGURID,?\D
ADMINISTRACION

1. Funciones
2. Arquitectura

3. Bajo nivel

“Lugares” y “dominios seguros



Dividir la infraestructura
La estrategia de seguridad extremo a extremo

Ejemplo
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Categorizar los riesgos
|dentificar los flujos

Customer

Secure applications for PCI: Clerk processing credit card transaction to PCI server

Secure web access for employees: Employee researching product information on website

Secure communications for collaboration: Subject matter expert consulting with remote colleague

External access VPN: Connected device with remote vendor support

Secure guest Internet access: Guest accessing Internet website




Categorizar los riesgos
|dentificar las amenazas

End User Web

Application

Untrusted user  Malware Web

Network breach > Advanced threats Malware Infection
Vulnerabilities

Application

Update/API Servers

Exfiltration Network breach Advanced threats Malware Infection

Application Application

Developer

CI/CD Tools

Untrusted user  Malware Network breach Vulnerabilities Advanced threats Infection



Categorizar los riesgos
|dentificar el impacto

m DEVICES NETWORK APPLICATIONS

Users Endpoints Wired Wireless Analysis Cloud Services
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Employees, Client Network Wireless Public WAN Public/Hybrid Application
Third Parties, Connection Cloud

Customers, and
Administrators
I
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Identity Client-Based Firewall Wireless Rogue Anti-Malware Web Security Cloud Security Server-Based
Security Detection Security
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Posture Intrusion Wireless Intrusion Threat Virtual Private
Assessment Prevention Prevention System Intelligence Network (VPN)
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Categorizar los riesgos
Mapear con las capacidades requeridas

Internal
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Customer

Branch Capabilities Non-Branch Capabilities

|

Employee

Secure communications for collaboration: Subject matter

Thermostat

i

Secure web access for guests: Gues

—0—@

Payment Application

Website
Colleague

Remaote Technician

Website




Categorizar los riesgos
Mapear con las capacidades requeridas

AMENAZA CAPACIDAD

Atacantes accediendo a Acceso basado en la
informacion restringida identidad

Ataques de red desde Segmentacion

usuarios externos %

0 e <

Ataques usando virus, Prevencion de
gusanos, etc e intrusiones
Distribucion de malware Anti-malware
entre cargas de trabajo @
Exfiltracion de datos, Analitica de flujos

amenazas encubiertas

Redireccidon de sesiones a
dominios maliciosos

Seguridad DNS

Explotar vulnerabilidades no Evaluacion de
parchadas vulnarabilidades e
inventario de cargas

Evaluacion de postura de
seguridad

P B P



Construir la solucién de seguridad
Diseno alto nivel

Medium Branch Architecture




Arquitectura

Acceso a nube

Seguridad
de e-mail

Proteccién
Anti-malware

Control de
Acceso

Seguridad
Web

Analitica
de red




Seqguridad E2E

Portafolio
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SECURE >{ xoR) =

User/Device Security

ZERO TRUST WORKFORCE

Adaptive MFA | Passwordless | Trust

Duo Secure ~ Secure
@ 60D Secur
Access e E-mail

SASE/REMOTE WORKER

Unified Client | EDR | Cloud Managed

sy E’
~—— Cisco Secure Client —
VPN
Posture
Telemetry

Threat

Query

ThousandEyes
(Visibility)

(@ Umbrella/Duo

nce | Malware Analytics | A

Managed Detection
and Response Services

Threat Visibility & Hunting

Network Security

nable Intelligence | Unmatched

o Security, Orchestration, Automation and Response
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- Device Insights

ibility | Collective Responses

& Kenna Vuln Mgmt Secure Cloud Insights

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE) PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Threat Protection | Secure Access Control | Managed Remote Access

Reliable | Scalable | Flexible

m Incident Response and Remediation Services

2 3rd Party Integrations

Application Security

ZERO TRUST WORKLOAD

Policy | API Security
Application Segmentation
Run-time Application Security

SDWAN
<. DNS-layer | A  Secure o L7 firewall Cloud access Application Security Stack
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Scalable | Flexible | Visibility | Comprehensive Security

On-Premises
ZERO TRUST WORKPLACE

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

e ® ey Security 0 - |:.|
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Secure Full Stack Secure Network ISE Cisco
Secure Critical Infrastructure | Unified IT and OT DDoS Analytics @ TrustSec DNA Center
== Secure Web
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Industrial Cyber ISE
Switch/AP Vision TrustSec

Industrial
Firewall

Industrial
Router

Secure Application
by AppDynamics

Secure
Workload
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App Visibility | Detection | Response
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Graclas!
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