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Especialista en Web Security Testing y Pentesting
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Estudiante perpetuo

Varios premios/reconocimientos en seguridad
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In love with Linux <3
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o W’S de 1as bibliotecas y frameworks

What? Cédigo que nos ayuda a hacer codigo para la Web. Mas facilmente.
How? Transforma el codigo en codigo nativo y/o mejorado, minificado.
When? Cuando queremos mejorar la rapidez, efectividad y las distintas bondades que

nos ofrecen, como dejar el trabajo al cliente.

Where? Everywhere.




Why?




"use strict"; (self.webpackChunksite=self.
webpackChunksite||[]).push([["main"],{5733: (Me,
W,g)=>{g.d(W, {bL: ()=>ze,Yp:()=> e,Zg:()=>se,cH:
()=>Ee,xx:()=>Y});var m=g(7367),c=g(745),V=g
(2673) ,0=9(9337) ,N=g(635) ,U=g(3158),j=9(78);
function x(Fe,Ae={}){let xe=function k(Fe)
{return Fe.replace(/&/g,"&amp;").replace(/</g,"&
1t;").replace(/>/g,"&gt;").replace(/"/g,"&quot;
").replace(/'/g,"&apos;")}(Fe);return Ae.
preserveSpaces&&(xe=xe.replace(/(~| [\r\n\t ]) /
g,"$1&#160; ")) ,Ae.preserveNewlines&&(xe=xe.
replace(/(\r\n|\n|\r)/g,"<br>")),Ae.
preserveTabs&&(xe=xe.replace(/(\t+)/g, '<span

Why?

Alguna vez intentaron debuggear el cddigo de
alguno de estos frameworks o librerias?




Terminal - crhyst@berserker: - L
» cat scripts/urls/06e5040e9b98a88eb453. js

(window.webpackJsonp=window.webpackJsonp||[]).push([[25],{396:function(e,t,r){var content=r(398);"string"
==typeof content&&(content=[[e.i,content,""]]),content.locals&é(e.exports=content.locals);(0,r(5).default
)("18bbf893",content, !9, {sourceMap:!1})},397:function(e,t,r){"use strict”;var o=r(396);r.n(o).a},398:func
tion(e,t,r){(e.exports=r(4)(!1)).push([e.i,".preguntas{list-style:none;margin:0;padding:0}.preguntas inpu
t{position:absolute;opacity:0;z-index:-1}.preguntas input:checked+.preguntas-titulo .el-icon-arrow-right{
transition:all .35s ease;transform:rotate(90deg)}.preguntas input:checked~.preguntas-respuesta{max-height

:100vh;padding:15px 20px}.preguntas>li{border-top:1px solid #fofefo;padding:10px 15px;position:relative}.
preguntas>li:first-child{border:none}.preguntas .el-icon-arrow-right{position:absolute;top:13px;right:15p

yrfant-size+1 2rem:transition-all  35¢ pase} nrpjumlas __nraci nLas_mJJLLn!manmzLﬂ_mmnr_muan_unl or- 40

Terminal - crhyst@berserker: ~ He san
» js-beautify scripts/urls/OﬁeSBaoe9b98a889bAS3.Js
(window.webpackJsonp = window.webpackJsonp || []).push([

[25], {
396: function(e, t, r) {

var content = r(398);

“string” == typeof content §& (content = [
[e.i, content, ""]

1), content.locals &§& (e.exports = content.locals);

(0, r(5).default)("18bbf893", content, !0, {
sourceMap: !1

b

. 397: function(e, t, r) {

"use strict”;

var o = r(396);

r.n(o).a

| R
398: function(e, t, r) {

(e.exports = r(4)(!1)).push([e.i, *.preguntas{list-style:none;margin:@;padding:0}.preguntas i
nput{position:absolute;opacity:0;z-index:-1}.preguntas input:checked+.preguntas-titulo .el-icon-arrow-rig
ht{transition:all .35s ease;transform:rotate(90deg)}.preguntas input:checked~.preguntas-respuesta{max-hei
ght:100vh;padding:15px 20px}.preguntas>li{border-top:1px solid #fofefo;padding:10px 15px;position:relativ
e}.preguntas>li:first-child{border:none}.preguntas .el-icon-arrow-right{position:absolute;top:13px;right:




E Terminal -

crhysti@berserker: -

H X

» cat scripts/urls/06e5040e9b98a88eb453. |
(window.webpackJsonp=window.webpackJsonp| |
==typeof content&&(content=[[e.i,content,"
)("18bbf893",content, !9, {sourceMap:!1})},3
tion(e,t,r){(e.exports=r(4)('1)).push([e.i
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En busca del mapa
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Un Mapa

Del tesora!




Un Mapa del codigo

SourceMap, es un mapa de su estructura. ldeal
para que el navegador reconstruya la fuente
original y presente el original reconstruido en el
debugger.




source Maps
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Minificado

Para reducir tiempos de

carga

[l
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Estructura original

Codigo original de la
biblioteca o framework

\u

|deal para debuggear

Se pueden realizar
breakpoints durante la

ejecucion durante su
desarrollo

{




(omo S ve?

Page Filesystem Overrides Content scripts

v O top
v localhost:8080
» g dist
v B tmp/vue-2.0-simple-routing-example/src
v B components
B Viink.vue?6a48e93f? [sm]
v @ layouts
. Main.vue?1e60f02e? [sm]
B (index)
» ¢ (no domain)
» S webpack:/

build.js VLink.vue?6a48e93f? [sm] Main.vue?1e60f02e? [sm] X

<template>
<div class="container">
<ul>
<li>
<v-link href="/">Home</v-link>
<v-link href="/about">About</v-1link>
</li>
</ul>

<slot></slot>
</div>

2 | </template>

1 <script>

import VLink from '../components/VLink.vue'

export default {
components: {
vLink
}
}

</script>

1 <style scoped>

.container {
max-width: 600px;
margin: O auto;
padding: 15px 30px;
background: #f9f7f5;

}

1 </style>




L0 que pasa en el mundo real..




(omo S ve?
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Filesy

Page

v O top
+o I
» B imgs
v B static
> BB css
vimis
» ip !
» B components
» BB /ayouts
> W pages
» [ store
» @ theme
App.js
conection.js
main.2e91d3b0.j¢
reportWebVitals.js
routes.js
socket.js
» @ node_modules
» @ webpack

index.js X

React (
ReactDOM

reportwebvitals fron

{ Provider } from

ort store from './store';
ReactDOM. render |

act.Stricth

'./reportWebvit

‘react-redux

Stric
document.getElementById('root')

(f
/ - send to an analyt
reportwWebvitals();

your app, p
console. log)
https://b

a

g
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sourcemapper

Nttps://github.com/denandz/sourcemapper




EXPLORER JS index.js U X

v OPEN EDITORS be > JS index.js
V;;;”?ﬁ:z}; 1 React 'react’;
ot 2 ReactDOM 'react-dom’;
z“w“ 3 './index.css’;
S 4 App "./App"';
>n;wmwm 5 reportWebVitals ‘./reportWebVitals';
ig::“s 6 { Provider } 'react-redux';
> store 7 store './store’;
i 8 ReactDOM.render (
> webpack 9 <React.StrictMode>
i:ﬁimﬁ ) 10 <Provider store={store}>
JS index.js u 11 <App />
s reportYVebVita... ] 12 </P rovide r>
i;ﬁ:ﬁ y 13 </React.StrictMode>,
Abecs 14 document.get | 3yId('root')
S 15 );

=
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Pero no siempre e anaden..

Page  Filesystem  Overrides » : | [[{] styles.8ea254fc16cf22e2.css light-theme.css main.e9e3a32d7af34bbb.js x > 1

0 top "use strict";(self.webpackChunksite=self.webpackChunksite||[]).push([["main"],{5733:(Me,W,g)=>{g
: 2 <path d="M19 6.41L17.59 5 12 10.59 6.41 5 5 6.41 10.59 12 5 17.59 6.41 19 12 13.41 17.59 19 19
v & angulario 3| <path d="M@ 0h24v24H0z" fill="none" />
v g assets/images/logos/angular </svg>"},multi: !0}, {provide:Bi,useValue:{name:"insert comment",svgSource:ti.YP <svg focusable="f
> <path d="M20 2H4c-1.1 0-2 .9-2 2v12c0 1.1.9 2 2 2h1414 4V4c0-1.1-.9-2-2-2zm-2 12H6V-2h12v2zmO-
i angularsvg 6 <path d="MO 0h24v24HOz" fill="none" />
. angular_whiteTransparent_withMargin.png 7 </svg>"},multi:!0},{provide:Bi,useValue:{name: "keyboard arrow right",svgSource:ti.YP <svg focusa
: 8 <path d="M8.59 16.3414.58-4.59-4.58-4.59L10 5.7516 6-6 6z" />
B shield-large.svg 9 </svg>"},multi:!0},{provide:Bi,usevValue:{name: "menu",svgSource:ti.YP <svg focusable="false" view
v BB generated/images/marketing/home 10| <path d="M3 18h18v-2H3v2zm0-5h18v-2H3v2zmO-7v2h18V6H3z" /> .
. </svg>"},multi: !0}, {provide:Bi,useValue: {namespace:"logos",name:"github",svgSource:ti.YP <svg fo
i ioyful-development.svg )| <path d="M25.9,0.2(C11.8,0.2,60.3,11.7,0.3,25.8¢0,11.3,7.3,20.9,17.5,24.3c1.3,0.2,1.7-0.6,1.7-1.
[ responsive-framework.svg 13 c-7.1,1.5-8.6-3-8.6-3c-1.2-3-2.8-3.7-2.8-3.7¢c-2.3-1.6,0.2-1.6,0.2-1.6¢2.6,0.2,3.9,2.6
] €0:.2-1.7,0.9-2.8,1.6-3.4c-5.7-0.:6-11.7-2.8-11.7-12.7¢c0-2.8,1-5:1,2.6-6.9¢-0.3-0.7-1.1
‘. speed-performance.svg 1 c2-0.6,4.2-06.9,6.4-0.9¢c2.2,0,4.4,0.3,6.4,0.9¢4.9-3.3,7-2.6,7-2.6€1.4,3.5,0.5,6.1,0.3;
ll (index) b c0,9.8-6 1.7,12.6c0.9,0:8.1.7,2.4,1.7,2.7€0,3.4.0,6.2,.0,7cH,6.7,0.5,1.5,1.8,1.2cl
17 €al.35;11 1.9.2,2950,8:27" >
ide:Bi,useValue:{namespace:"logos",name: "twitter",svgSource:ti.YP <svg f
«B.A.4:5.9,1.:6Cc2.1~1.3,3.7+3.3,4.5-5.7C-2,1.2-8.2,2-0.5,2.5C>1 .92
0 8.3,18.3¢c0,0.8,0.1;1.6,0:3,2.3C16.1,16.7.8.5,12.6,3.5
runtime.ff3f4aafe985435¢c.js 2 €5,20,3.4,1 8.8c0,0,0,0.1,0,0.1c0,5,3.5,9.1,8.2,10.1c-0.9,0.2-1.8
22 €1.3,4.1,5. 7.1c-3.5,2.8-7.9,4.4-12.7,4.4c-0.8,0-1.6,0-2.4-0.1c4
c0-0.4,0-0.9,0-1.3C46.9,13.2,48.6,11.4,50,9.3z" />
light-theme.css 24 </svg>"},multi: !0}, {provide:Bi,usevValue:{namespace:"logos",name: "youtube",svgSource:ti.YP <svg f
5 <path d="M21.58 7.19c-.23-.86-.91-1.54-1.77-1.77C18.25 5 12 5 12 55-6.25 0-7.81.42c-.86.23-1.5
Rhjica;BoadAicToetadnl con 26 C2.8.75.2 12 2 1258 3:25:42-4.81Ci23.86:91 1.54 1.77 1.77C€5.75-19 12 19 12 1956:25.0
pwa-manifest.json 27 €.86-.23 1.54-.91 1.77-1.77C22 15.25 22 12 22 12s0-3.25-.42-4.81zM10 15V915.2 3-5.2 3

2-

’

1
0.
v

7 4
main.e9e3a32d7af34bbb.js 18| </svg>"},multi: !0}, {pro
.
3
9.
1,

0
2
1
e
provi
! 0
0.3,4.
6,
T3

polyfills.ed08fdac4b920ddO0 js 9| <path d="M50,9.3c-
c-5.7,0-10.

e:B
8-3
61
2,1
9.6

src_app_custom-elements_announcement-bar_ann




Sin embarqo...

v 3 top
v ¢ angular.io
main.e9e3a32d7al

> 2§ ngsw-workerjs

[[«] main.e9e3a32d7af34bbb.js x [>]
37 (U-U.4,0-U.9,0-1.304b.9,13.2,456.6,11.4,50,9.3:%
24 </svg>"},multi: !0}, {provide:Bi,useValue: {namespace: "logo:
25 <path d="M21.58 7.19¢c-.23-.86-.91-1.54-1.77-1.77C18.25
26 2 8,75 2 12 2 128 3.25.42 4.81c.23.86.91 1.)
27 E«86-.23 1.54-.9% 1.¥77-X.T7€22 15.25 22 12 22
28 </svg>"},multi:!0}];class gs{}gs.\u0275fac=function (i) {re
29 //# sourceMappingURL=main.e9e3a32d7af34bbb.js.map







i

il

IR

/ N

Y ahora que?




OWASP Top 10

A01:2021 - Perdida de Control de Acceso
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OWASP Top 10

A01:2021 - Perdida de Control de Acceso

A03:2021 - Inyeccion

A04:2021 - Diseno Insequro
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OWASP Top 10

A01:2021 - Perdida de Control de Acceso

A03:2021 - Inyeccion

A04:2021 - Diseno Insequro

A07:2021 - Fallas de ldentificacion y Autenticacion
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Gomo lo paro?




Guida tu proceso de desarrollo y aespliegue

Glientes de compilado

Algunos clientes tienen
activado por defecto el
sourcemap en Prod.
cross-env, vue-tsc, vite,
vue-cli-service.
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Guida tu proceso de desarrollo y aespliegue

Glientes de compilado

Algunos clientes tienen
activado por defecto el
sourcemap en Prod.
Cross-env, vue-tsc, vite,
vue-cli-service.

Minifica y ofusca

Algunos lo ofuscan desde el
cadigo fuente sin querer :P

Entorno de pruebas

Solo usalo en un Entorno de
IELER

Sigue estandares

seguros de desarrollo
Revisa OWASP vy evita darle
mucho poder al cliente, revisa
en backend.

H_BViSﬂ tus archivos
JS.map

Ya desplegaste? jCorre y
revisa!

LazyLoad por Rutas

Solo carga lo que necesites.




Basicamente toda
biblioteca/framework/lenguaje
gue transforma tu codigo en JS

puro sufre este tipo efectos
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HEHEN

Alguna pregunta?




